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	COMPANY INFORMATION

	Company name: 
	

	Migration Type(s): 
		 Same-Forest
	 Cross-Forest
	 Office 365




	Mailbox Count:
	

	Has Public Folders? 
		 Yes
	 No
	




	Source Exchange Version(s): 
		 2000
	 2003
	 2007
	 2010
	 2013
	 2016
	 2019
	 Office365




	Target Exchange Version:
		 2000
	 2003
	 2007
	 2010
	 2013
	 2016
	 2019
	 Office365






	PRE-REQUISITES CHECKLIST 	
Elements below are presented in the recommended order of operation.
(The following is to be completed before scheduling the first remote training session)

	|_|
	Source Environment Readiness
	Source environment must be accessible and ready for migration activities.  The migration readiness certification process will be used to perform tests from this environment. 

	|_|
	Target Environment Readiness
	Target environment must be accessible and ready for migration activities.  
If the target environment is new, it should be in a working state with regards to databases and connectivity.  Priasoft does not provide Exchange or Office 365 architecture services.
The migration readiness certification process will be used to perform tests to this environment.
Office 365 targets should have available licenses and should have at least one verified domain.

	|_|
	Priasoft Setup Guide v2
	The setup guide should be read prior to the first remote support session and prior to any of the following checklist items.
Document link: SetupGuideV2

	[bookmark: Check1]|_|
	Migration Host Selection

Windows 8.1
Windows 10
Windows 11
Server 2012 R2
Server 2016
Server 2019
	This should be a physical or virtual machine onto which the Priasoft solution will be installed.
Supported OS: Win8.1, Win10, Win11, Server 2012, 2016, 2019
Bitness: 64bit (recommended) or 32bit
Note:  Migrations with an Exchange 2007 TARGET must be a 32bit host!  Migrations from Exchange 2007 to Office365 may also require a 32bit host.

Windows Update:  ALL updates applied and then automatic updates disabled.  Recent support cases have shown issues with MAPI when updates are not applied.

Logon Account:  Member of local Administrators Group
Note that installations on pre-existing hosts that have other software installed can create issues or conflicts with migrations.  It is recommended that this host be newly built for the purpose of migrations.  Refer to the setup guide [above] for more detail.

	|_|
	Migration Host Domain Membership
	Same-Forest Migrations:  Host is a member of the same domain as the Exchange server(s).
Cross-Forest Migrations:  Host is a member of the same domain as the target Exchange server(s):
Office 365 Migrations:  Host is a member of the same domain as the on-premises Exchange server(s).
Office 365Office 365 Migrations:  Domain membership not required

	|_|
	Migration Host Placement
	When possible, migration host should be physically near source Exchange server(s).  Domain membership follows rules above.

	|_|
	Name Resolution
	Migration Host must be able to resolve names, both NetBIOS and DNS, of the source and target Exchange server(s) and Domain Contoller(s).

	|_|
	Outlook 32bit
    Outlook 2013
    Outlook 2016
    Outlook 2019
    Outlook365
	Install all latest service packs, hotfixes, and updates.
Outlook/Office must be the 32bit version
While these are the minimum requirements, it is HIGHLY recommended to let Office be fully updated thru Windows Update. 

Outlook 2013:  Can be used for any version of Exchange or Office365.  
Outlook 2016:  Can only be used for Exchange 2010 and later and Office 365.
Outlook 2019:  Can only be used for Exchange 2013 and later and Office 365.
Outlook365:  Can only be used for Exchange 2016 and later and Office 365.


	|_|
	Microsoft .NET 3.5
	All current patches and updates should be applied.
This version is required for the mailbox and public folder tools.

	|_|
	Microsoft .NET 4.7.2 or later
	All current patches and updates should be applied.
This version is required for the directory sync tools.

	|_|
	Priasoft Solution Tools
	The product components must be installed on this host.
Collaboration Suite (directory sync, on-premises only)
Mailbox Migration Suite 
Public Folder Toolbox (if needed) 

Installers can be found here:  https://www.priasoft.com/downloads/applications


	|_|
	Run Priasoft Migration Setup Utility
	The setup guide (v2) above has step-by-step instructions on use, with screenshots.
The setup wizard must be run and service accounts created prior to first remote support session.

	|_|
	Generate License Request
	Using the Priasoft License Wizard, generate a license request file
Note:  Each migration host maintains its own migration counter.  If multiple hosts are to be setup, generate a request from each host and inform your sales account manager how many licenses each host should receive.
Licenses quantities can be transferred between hosts using the License Wizard.

	|_|
	Install License File
	After the Priasoft Sales Team processes the license request, a license file will be returned via email.  The attached license file in the email must be installed using the License Wizard.
If the license file is a ZIP compressed file, it must be extracted prior to use; the License Wizard will not parse compressed archives.











(see the next page for the remote session training steps and checklists)

Pre-Migration Testing and Training Sessions

This session, which may span more than one day depending up on available time, will cover the following elements of a migration:
1. Address Book and Directory Synchronization
2. Outlook profile updates, deployment, and configuration
3. Public folder tasks
4. Dry-run exercises
5. Single-Sign-On
6. Pre-pilot testing
7. Batching and orchestration
8. Scheduling


Address Book and Directory Sync
This step in the process will be used to discuss and analyze the current “Address Book” of the source environment.  Additionally, a test of the Priasoft Collaboration Suite will be made to validate its use in the environments and to provide some high-level training.

The use of the Priasoft Collaboration Suite is expected in the following migration scenarios:
· Exchange-to-Exchange, cross-forest
· This is an on-premises migration, across a domain/forest boundary between 2 distinct Exchange deployments.
· Exchange-to-Office365, External
· This is an on-premises to cloud migration, where the source Exchange deployment is NOT synchronizing Active Directory to the Office 365 tenant.
· The Office 365 tenant is synchronizing with a separate Active Directory instance that does not service the source Exchange platform.
· The Priasoft Collaboration Suite is used to carry the mail objects from Exchange to the target, synchronizing Active Directory first, and then those changes are sync’d to Office 365 by the Microsoft sync (AADC).
· Office365-to-Exchange, Cross-Tenant
· This is a cloud to on-premises migration, where the source Office 365 tenant is synchronizing with an Active Directory instance that is distinct and separate from the target Exchange platform. 
· The Priasoft Collaboration suite is used to bring the mail objects from the synchronized source directory to the target Exchange directory.
· The target Exchange platform may or may not be synchronizing with a separate Office 365 tenant.
· Office365-to-Office365, Sync or Hybrid
· This is a cloud to cloud migration scenario where both the source and target Office 365 tenants have on-premises Active Directory instances that are being synchronized.
· The Priasoft Collaboration Suite is used to bring the mail objects form the source directory to the target directory.  The Microsoft sync (AADC) will then push the changes made up to the target tenant.

NOTE: For same-forest, and Office 365 scenarios that do not match exactly the above list, the Priasoft Collaboration suite is not used and testing and training will skip this section.


	Address book and Directory sync CHECKLIST 	
Elements below are presented in the recommended order of operation.

	|_|
	Analysis of Source Address Book
	Priasoft support will discuss and analyze the source Address Book.  Discussion points include:
· Sync of some or all source objects.
· Effects of excluding some objects.
· Handling of pre-existing target objects.
· Supported address book object types.

	|_|
	Creation of test objects
	In order to test and train on the use of the Priasoft Collaboration Suite, it is recommended that a few test objects be created in the source environment for this purpose.
· Creation of one or more mailbox objects
· Creation of one or more contact objects, if necessary
· Creation of one or more mail-user objects, if necessary
· Creation of two or more mail-groups, with at least one group being a member of another

	|_|
	Creation of Sync Agreements
	This task will be used to create a scoped sync agreement in the Priasoft Collaboration Suite for each of the object types mentioned in the previous step, where appropriate.

	|_|
	“What If” Execution
	The agreements will be first run in “what if” mode to explain how to work with the reports and to identify conflicts.

	|_|
	Normal Execution
	The agreements will be run in normal execution mode to cause the creation of the objects in the target directory

	|_|
	Merge Execution
	A scenario will be created to generate a sync conflict in order to show the use and effect of the PCS “merge” mode.





Outlook profile updates, deployment, and configuration
This step in the process will be used to discuss and setup for the use of the Priasoft ProfileManager application, which is used to updated existing Outlook profiles following a migration.

The ProfileManager application has the following rules and caveats:
· Must run on user’s desktops, without elevation
· This is an on-premises migration, across a domain/forest boundary between 2 distinct Exchange deployments.
· Must run as the user, in the user’s context.
· Outlook profile data is stored in HKEY_CURRENT_USER in the Windows Registry.
· Must run before Outlook is run the next time after a mailbox is migrated.
· Outlook must not be running at the time of the migration cutover of a mailbox.
· The application is self-contained and does not need to be installed or copied locally
· Users must have read access to the application and the data files it uses.
· Users must have read/write/create access to the logs folder set in the configuration file.
· User desktops must have one of the following versions of Microsoft .NET Framework
· .NET 2.0
· .NET 3.0
· .NET 3.5, 3.5.1
· .NET 4.0
· .NET 4.5 or later
· Any one or more of the above list is required
· The application is only intended for use on Windows desktops with Microsoft Outlook.
· Other mail clients are not supported by this application
· Outlook for Mac is not supported by this application

NOTE: For same-forest migrations, the use of this application is required and enforced by the migration wizard.


	Outlook Profile Manager CHECKLIST 	
Elements below are presented in the recommended order of operation.

	|_|
	Analysis and Discussion of Current mail client types
	Priasoft support will discuss and review current mail client types and how they connect.
Specific points to be covered are:
· Outlook versions in use and support for target Exchange version or Office 365
· Differences between Domain Joined computers and users versus disconnected users

	|_|
	AutoDiscover
	Priasoft support will discuss and review current AutoDiscover use and the impact it has on migrations, covering these specific points:
· AutoDiscover URL selection
· Outlook’s specific use pattern for discovering the URL
· Handling migration scenarios in which AutoDiscover exists and is available in both the source and target environments, including Office 365.
· Outlook 2016 specific support

	|_|
	Pre-migration execution
	The ProfileManager is expected to run before mailboxes have been migrated.
It will produce exception reports for users and desktops that fail to meet necessary requirements.

	|_|
	Automation Strategy
	Priasoft support will discuss and review options for automating the execution of the ProfileManager application.

	|_|
	Outlook Running at Cutover
	A discussion and introduction of the impact of Outlook running at the time a mailbox migration completes.
Options on how to mitigate issues when Outlook is running.

	|_|
	Forwarding email address selection
	The choice made for the forwarding address used on source users after migration impacts how AutoDiscover is used.
This task will review current mail-flow requirements and/or desires and compare to the impact on AutoDiscover.

	|_|
	Pre-Migration Test run
	The ProfileManager will be executed, manually, to test the pre-migration validation checks in the application and to explain where the logs are generated and what it provides.





Public Folder Tasks
This step in the process will be used to discuss and setup for the use of the Priasoft Public Folder Toolbox, which has features to synchronize Public Folders between environments.

The Public Folder Toolbox has the following key features:
· Synchronization: can sync structure, content, and permissions in both directions.
· Mail-Enabled Folders Migration: can migrate email addresses from a source to a target
· Statistics reporting: can produce a tabular report of selected folders of key metrics
· Restructuring: can move one or more selected folders to a target parent folder, in the same environment.
· May be necessary to work within new limits in Office 365, Exchange 2013 and Exchange 2016
· Public Folder Mailbox Distribution:  used to distribute source folders across one or more Public Folder mailbox objects

NOTE: If a source environment does not have Public Folders, or the target will not allow for them, this task can be skipped.
NOTE: In a same-forest migration scenario, there is no ability for the use of 3rd party migration tools for Public Folders.


	Public Folders CHECKLIST 	
Elements below are presented in the recommended order of operation.

	|_|
	Analysis and Discussion Current Public Folder Implementation
	Priasoft support will discuss and review current Public Folder implementation including the following specific points:
· Difference between Public Folder Database and Public Folder Mailbox
· Limits of “modern public folders”, including Office 365
· How public folders are accessed by clients and tools

	|_|
	Creation of Public Folder service accounts
	Priasoft support will guide the creation of service accounts to be used by the PF Toolbox suite:
· Source account creation, with mailbox
· Target account creation, with mailbox
· Source permissions setup
· Target permissions setup
· Discuss option to create multiple accounts for overcoming throttling limits

	|_|
	Creation of Outlook Profiles for PF Toolbox
	Priasoft support will guide the creation of necessary Outlook profiles to be used by the PF Toolbox:
· Outlook Profile(s) for source public folders access.
· Outlook Profile(s) for target public folders access.

	|_|
	Execution of Statistics Report
	Priasoft will guide the execution of the PF Statistics Report feature of the PF Toolbox.
Results will be reviewed and a discussion of critical metrics.

	|_|
	Creation of Test Folders
	Priasoft will guide the creation of a few test folder to be created in the source and target environments, with the following elements:
· A subtree:  some level of hierarchy should be made.
· Items in the folders
· Some permissions applied to the folders
· Mail-enabling of one or more of the folders

	|_|
	Creation of Sync Job for test folders
	Priasoft will guide the creation of a sync job for the test folders created.

	|_|
	Initial Execution of Test Job
	Priasoft will guide the execution of the initial sync job

	|_|
	Options to control sync job
	Training will be provided to show how to control some aspects of a sync job






Dry-Run Exercises
This step in the process will be used to discuss and execute a dry-run of a few mailboxes.

The dry-run feature is used for the following elements:
· Functional testing
· Performance tuning
· Fidelity testing
· Duration discovery

NOTE: Priasoft highly recommends EVERY mailbox that is to be migrated be sent through a dry-run pass at least once.  Support may be limited for cases where dry-run exercises are skipped.


	Dry-Run Execution CHECKLIST 	
Elements below are presented in the recommended order of operation.

	|_|
	Discussion of purpose of dry-run and when to use
	Priasoft support will discuss the use of the dry-run feature and how to use it for each purpose:
· To prove that migrations can occur without issue
· To determine maximum concurrency that the environments can support
· To discover issues that may only occur during a migration
· To discover the impact on physical resources based on concurrency
· To discover the duration of a given batch based on selected options
· To provide vetting of new target infrastructure and configurations

	|_|
	Creation/selection of test mailboxes
	Priasoft will guide the creation or selection of one or more test mailboxes for use in a dry-run exercise.
Chosen/created mailboxes should be small in size (no more than a few hundred items total per mailbox) so that results and reports can be analyzed quickly.

	|_|
	Dry-run of test mailboxes
	Priasoft will guide the migration in dry-run mode of the test mailboxes.

	|_|
	Review of results
	Priasoft will provide training on where and what data is produced for reporting and logging.





Single-Sign-On
This step in the process will be used to discuss the options available for single-sign-on to mailboxes following a migration.

For cross-forest migrations, the following options exist:
· SID Future
· Linked Mailboxes
· Migrate and change user logon in the same event as the mailbox migration 
· Password sync
· Active Directory Federation Services

For migration scenarios where Office 365 is the destination:
· AADC Password Sync
· Full Hybrid mode with Federation
· Migrate and change user logon to use Microsoft cloud accounts (windows 8 and later only)


NOTE: The above options, even when implemented, may not work for every user depending upon where and how the logon.  There is an assumption that the above is for users of the Windows operating system only.


	Single-Sign-On CHECKLIST 	
Elements below are presented in the recommended order of operation.

	|_|
	Discussion of Single-Sign-On and its use and importance
	Priasoft will lead the discussion of the options for single-sign-on (SSO) and the caveats and requirements for each option.
Current strategy, if one exists, will be reviewed and compared to available options.
Impact of migrating without Single-Sign-On will be discussed.

	|_|
	SID Future
	This is a Priasoft generated moniker that expresses the idea of using the built-in SID History feature of Active Directory to provide SSO.
This is the best and recommended approach.
This option requires a Windows Trust between the source and target domains or forests.

	|_|
	Linked Mailboxes
	This is a Microsoft Exchange specific feature and one which only Outlook and OWA can leverage.
This option requires a Windows Trust between the source and target domains or forests.
There is some potential impact with the use of security groups and older versions of Exchange.

	|_|
	Change user logon context
	This is when both the user account logon and the mailbox migration occur in the same event, and users logon to the target domain after migration.

	|_|
	Password Sync while logging in from source domain
	Microsoft provides tools and services for synchronizing passwords from a source domain to a target domain.
This typically only works if the username is also the same in both environments and an older NTLM authentication mode is allowed in the domain.

	|_|
	Federation Services
	This is an additional set of Identification Management tools provided by Microsoft that can act as an authentication “bridge” between two separate environments.
There is a fiscal cost to this set of tools as well as being complicated.

	|_|
	Office 365: Use cloud logon
	With Windows 8 and Windows 10 operating systems, it is possible to change the primary logon to those systems to use the Office 365 cloud account.
This provides single-sign-on because the user is logged on as the cloud account before running Outlook.
This only works with Office 365 “cloud only” accounts, meaning they are not synchronized from an on-premises Active Directory environment.



 

Pre-Pilot Testing
This step in the process will be used to discuss and provide training on pre-pilot testing exercises.

Pre-pilot testing has the following elements:
· Test mailboxes only; no real users
· Mailboxes should have features assigned that represent common cases, such as limits or language settings.
· Shared mailboxes, if common in the environment, should also be considered.
· Desktops that represent common user deployments
· There may be a need for a multiple of such desktops to cover multiple common scenarios or use cases
· Environments that support different versions of Outlook should have one desktop for each supported version
· Environments that have a mixture of physical and virtual desktops (VDI) should have test desktops for each
· Environments where a sufficient percentage of users are disconnected, i.e. working from home or hotel, should also be represented.
· Mobile clients
· The pre-pilot testing should also be used to expose and work through options and handling of mobile devices and clients
· Unless the mobile devices are currently managed by an MDM (mobile device management) solution, mobile devices and clients will likely require manual reconfigurations
· The experience of either manual reconfiguration or the use of MDM should be made before any migration of real users.
· Each common mobile client/device should be part of the test, where feasible.
· Mail-flow tests
· The pre-pilot testing should also include post-migration mail-flow testing.
· This may require the use of some alternate SMTP namespaces used only for testing
· Single-Sign-On tests
· If SSO is a configured element, tests of this should occur matching the SSO strategy previously discussed.


NOTE: Priasoft highly recommends that pre-pilot testing always occur at least once in the project.


	Pre-Pilot Test Execution CHECKLIST 	
Elements below are presented in the recommended order of operation.

	|_|
	Discussion and review of pre-pilot testing and purpose
	Priasoft will lead the discussion on the importance and use of pre-pilot testing.

	|_|
	Creation/Selection of test mailbox accounts
	Priasoft will guide the creation or selection of one or more test mailboxes for use in a pre-pilot test.
Chosen/created mailboxes should be small in size (no more than a few hundred items total per mailbox) so that results and reports can be analyzed quickly.
Mailboxes should be created with necessary elements to represent common use cases.

	|_|
	Production migration of test accounts
	Priasoft will guide the migration in production mode of the test mailboxes.

	|_|
	Review of migration results
	Priasoft will provide training on where and what data is produced for reporting and logging.

	|_|
	Execution of ProfileManager
	Priasoft will guide and review execution of the ProfileManager application following the migration of the test mailboxes.

	|_|
	Review of user experience
	Priasoft will review the user experience on one of the tests to offer guidance or support.





BATCHING AND ORCHESTRATION
This step in the process will be used to discuss best practices around batching and orchestration of mailbox migrations.

The task covers the following elements:
· Order of mailboxes
· Use of VIP option
· Shared and non-user mailboxes
· Use of dry-run metrics
· Optional use of scripting events to create atomic processes triggered by migration

NOTE: This task should not be started except for mailboxes that have completed successfully, at least once, in dry-run mode.  Dry-run metrics are fundamental for this task.


	BATCHING AND ORCHESTRATION CHECKLIST 	
ELEMENTS BELOW ARE PRESENTED IN THE RECOMMENDED ORDER OF OPERATION.

	|_|
	Discussion of key elements
	Priasoft will lead the discussion around the key elements to consider for this task:
· Ordering:  which mailboxes to migrate first, how to determine
· VIP use:  prioritizing mailboxes in a batch
· Use of multiple migration hosts
· Using metrics from dry-run exercises to determine batch size and mailbox categorization
· Handling of very large mailboxes
· Use of the 2-pass option to control time

	|_|
	Determine of use of Single-Event or 
Multi-Event migration pattern
	Priasoft will guide the discussion to help determine the overall migration pattern.

	|_|
	Mailbox Categorization
	A discussion and introduction to the concept of mailbox categorization.

	|_|
	Scripting
	A discussion on how and why customers use the scripting events to add function to the migration.





SCHEDULING
This step in the process will be used to discuss best practices around scheduling of a production migration event.

The task covers the following elements:
· Impact of time-of-day choice
· Consideration of other in-use elements in an environment
· Overlaps with other calendar events in the business
· Support desk resources

NOTE: This task should not be started except for mailboxes that have completed successfully, at least once, in dry-run mode.  Dry-run metrics are fundamental for this task.


	BATCHING AND ORCHESTRATION CHECKLIST 	
ELEMENTS BELOW ARE PRESENTED IN THE RECOMMENDED ORDER OF OPERATION.

	|_|
	Discussion of key elements
	Priasoft will lead the discussion around the key elements to consider for this task:
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